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Provisioning - Sales Briefing


	Provisioning: Description

Provisioning describes the process of electronically allocating and de-allocating resources and access privileges to IT systems users.  These system users can be employees, or customers and partners who interact with the organization.

A provisioning system automates the process of requesting, approving, granting, changing and removing user privileges.  It can also manage the requesting of physical items such as PCs, cell phones and security access cards.

System users can request resources through a self-service portal, or managers can make requests for subordinates.  A workflow system automates the processes of reviewing and approving requests.  The provisioning system can automatically create user accounts, grant user privileges, and initiate procurement processes.  All of these actions can be governed by business rules, which ensures accuracy and security.

“De-provisioning,” or de-allocating access to resources, can be just as critical as provisioning, because it promptly revokes access rights when employees leave.  Many organizations have large numbers of obsolete user accounts that represent potential security breaches.

The types of systems and resources that can be provisioned include:

· Applications traditionally allocated by HR and IT, including ERP and enterprise applications, network and email access, and telephone service.

· Security-related services such as firewalls, virtual private networks (VPN), remote-access servers, dial-in access, and facilities access cards.

· Help desk functions such as application access, software distribution, self-service password reset, and hardware and software change management

· Requesting of physical resources such as PCs and laptops, cell phones, personal digital assistants (PDAs), software, and business cards.



	Benefits

· Higher productivity, because new employees gain access sooner to the resources they need to start doing their jobs.

· Improved security, because access rights can be managed “from hire to retire” as employees join, change roles, and leave.

· Reduced administrative and support costs, because managers, IT and HR staff spend less time tracking and granting resources requests, and because help desks spend less time resetting passwords (40% of help desk calls are password-related).

· Streamlined business processes and greater control of spending, because provisioning processes are automated, managed by business rules, and more easily tracked and audited.

· Increased revenue from customers and improved collaboration with partners, because outside parties can be granted access to corporate resources securely and quickly (often in self-service mode).




	Typical Client Characteristics

· High levels of change in user populations (employees, customers or partners)

· A large remote workforce

· Heavy use of contractors and part-time workers

· A recent merger or acquisition 

· Planning to extend the enterprise to partners, suppliers and customers




	Business Problem
	Listen For
	Questions to Ask
	Follow-up

	Providing digital resources to employees is slow and expensive
	“It takes too long to bring new employees online.”

“Our systems administrators spend too much time setting up user accounts and managing access rights.”

“We have trouble bringing new offices online and supporting remote offices.”

“Modifying access rights is time-consuming because employees move around so much.”

“We want employees to be able to request their own resources.”


	“How efficient is your current process for allocating digital resources to employees?  Does this process work well with remote offices?”

“How long does it typically take for new employees to become fully productive?”

When employees move or change roles within the company, what is the process for re-allocating resources and providing appropriate access rights?  How long does this typically take?

“Would you like employees to be able to request digital resources themselves, and reduce the workload of IT and HR personnel?”


	“A provisioning system automates the process of requesting, approving, granting, changing and removing access privileges for digital resources.   It allows new employees to become productive much more quickly, and greatly reduces the workload on line managers, IT and HR personnel. “ 

“You gain excellent control over resources in remote offices as well as in the headquarters building.”




	Business Problem
	Listen For
	Questions to Ask
	Follow-up

	Security is compromised by hundreds of obsolete user accounts
	“We’re worried that it takes too long to cut off access when someone leaves the company.”

“We can set up new user accounts, but sometimes we don’t get around to removing old ones.”
	“When an employee dismissal occurs, how do you protect your company’s assets from unauthorized access?”

“Are you concerned that obsolete user accounts leave you vulnerable to intrusions by ex-employees?”

“When you last had a reduction in force, how long did it take you to disable all of the user accounts?”


	“A provisioning system lets you promptly revoke access rights when employees leave.  It also helps you manage user privileges as employees change roles. ePresence can also help you find and eliminate obsolete user accounts.  These steps plug some of the most dangerous security holes and maintain the integrity of your information assets.”



	A merger or acquisition has caused a loss of control over provisioning processes


	“Because of our recent merger, we have two different systems for allocating every type of user account.  We can’t tell where we stand or consolidate these processes.”  
	“Are multiple provisioning processes creating inefficiencies and causing you to lose visibility into your allocation of resources?”
	“A provisioning solution will quickly give you control over key processes across all of your organizational units, and give you a unified view of the use of digital resources.” 

	Support costs are climbing
	“Our help desk spends a lot of time resetting passwords and managing user configurations.” 
	“How much would it help you if users could re-set passwords and manage their hardware and software configurations in self-service mode?”
	“A provisioning system eliminates many of the most laborious support functions such as re-setting passwords. It can also let users manage their own accounts without calling the help desk.”



	Contractors and temporary workers take too long to become productive 
	“We use many contract workers, but we end up paying them to do nothing while we set up their access privileges.”

“Temporary workers turn over so quickly that it is very expensive to keep up with the changes.”


	“Does your company make extensive use of contractors or temporary workers?  Are you losing money in the time it takes to supply them with access to the systems they need to be productive?”
	“A provisioning solution can help you allocate and de-allocate resources to contract workers quickly and reliably.”


	Business Problem
	Listen For
	Questions to Ask
	Follow-up

	Company unable to collaborate with partners
	“We need integrate our suppliers (retailers, distributors, brokers, outside sales agents, shippers, etc.), into our transactional systems, but providing the software, passwords and support is too expensive.”


	“If you could more quickly integrate partners into your supply chain without increasing costs, would that help your business?”
	“A provisioning system would allow partners to request and receive digital resources easily without calling your help desk.  It would also improve your security by using business rules to give each partner access only to the resources authorized for that class of user.” 

	Company unable to provide fast service to customers
	“We want customers to come to our web site more often and use more of the services available there.”

“We want to give our top customers access to some of our transactional systems, but we are worried about losing control.” 


	“Do you plan to share applications with your customer base?  Would you like to be able to give them convenient access to software, user accounts and other resources, and allow them to manage their own passwords?
	“A provisioning system makes it easier to give customers access to your corporate systems without losing control.  Customers can request resources themselves and manage their own passwords.  You can use business rules to control access and can better track the process.”

	Loss of control of procurement processes and software licenses
	“We have no visibility into how many PDA’s and cell phones employees are requesting.”

“We are concerned that we may be violating some of our software license agreements.”


	“Would you like a global view of how many of each item was requested and how many granted?  Would this help you manage your budget and comply with your software license agreements?” 
	“A provisioning system lets you track and audit requests and approvals for digital resources across the entire organization.  You can monitor usage against budgets and against software license agreements.”


	Return on Investment

· Time-to-productivity for new employees: 10 minutes versus 5 days.

· Annual savings per user: password resets, add/delete/modify access rights.

· IT administration and support costs: Help desk (40% of calls are password related), systems administration (access rights management), security (audit, reporting and reconciliation).

· Security: Insider attacks average $250,000 per incident, possible career-limiting consequences for IT management.

· Increased revenue from customers: Fewer drop out before completing transactions, higher satisfaction.

· Improved retention of partners: Higher participation in online activities.



	ePresence Strengths

· Experience with complex, global provisioning solutions.

· Experience implementing provisioning systems for major customers 

· Proven process and methodology

· Deep knowledge of provisioning, directory and other infrastructure technologies

· World-class partnerships: Sun/iPlanet, Microsoft, IBM, Business Layers, Access 360, Netegrity



	Potential Related Projects

· Merger transition services (migrate disparate systems to a central directory and provisioning environment)

· Directory design and implementation (identity management and security) 

· Role-based access control (to apply business rules to provisioning)

· Self-service applications (to give system users additional control and reduce administrative costs)

· Portals (to provide an optimal user interface for provisioning and other applications)
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